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Digital forensics and
Bodleian Electronic Archives «
Manuscripts (BEAM)

Susan Thomas
Digital Archivist, Bodleian Library



1T all started when,..

« Barbara Castle's archive accrued digital media
in the middle of being catalogued

« While the Paradigm project was running

« Jeremy and the Digital Scriptorium assist with
hard disk imaging
« Adopting imaging for digital media

« Enter the futureArch project to improve our
capture capacity and extend our forensics work
to analysis fuj;; n



BEAM processing manual

Last madifed:

Processing Manual for Bodleian Electronic Archives
and Manuscripts (BEAM). 2009-




Treating The media

Record in CMD

Separate/transfer to
BEAM

Repackage/label
ID & inventory
Photograph
Retain (all? How long?)#®

Cataloguing archivist
does not have access
to original media




BEAM processing room

Machines isolated from wider network; venue for caplure, appraisalgifive
rCcn
L__ -

cataloguing access review; multiple users; mulfiple plattorms



Imaging with FRED

« Used for most capture

e Supports wide range
of media

» Most of our holdings
are 3.5” floppies and
optical media

« 5 HDDs to-date




FTK Imager




Mass imaging opTical media

« Some colls with
hundreds of optical
media

* Not as straightforward
as it seems.

* Used in conjunction
with CD/DVD
Inspector software
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Imaging issue log

Issue ID Severity
scale

Affected material

Date identified

Severe. A road block with no
workaround. Performance is so
poor that the system is
universally regarded as 'pitiful'.

N

Proposed resolution

Expected resolution date

Manner of resolution 4 Minor but irritating problem.
Slows work down slightly.
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Digital media (physical)

o Mctadata for

Accession ID (from CMD)

Date record modified

Daterecordoreated meolia/imaqe

Disk number Related disk image metadata

Caseorsleevelabel  Diskimageype
Physical label Imaging software used

Medape  Imaging hardware configuration used
Brand Disk image filename/s

Tye  Diskimagenumberofpats
Capacity Disk image MDS hash

Capaciyused  Daeimaged
Vlrtual disk label (as shown by the Date ingested

serial/batch number Disk contents

Comments Scope and content
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Legacy hardware/sotfware
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Guides — media/Tilesystems

Medin Recogunition

It is important to be dble to recogrise the wedia you come across in collections File Systems
Determnining what type of date siorage an object is can be easy, since floppy disks
ook ey cdifferent from a CD. However, distingmshing between different types of

flopry disk or CD can be wore challenging. This guide aims to help you identify 1 Media Types
object characteristics, thereby allowmg you to ascertain the specific type of data 2 File Systerns
storage device in your possession. i g Wﬂ; ’E.nmml Files
5 File Systam Tables
1.  FloppyDiks:
. 2 meh digks File systems allocate space on media snd organdse the data I an easily identifiable
- 3 inch disks and accessible way. The file system, or systems used i differet media is detemmined

. 5.25 inch disks
. 3.5 mch disks

1. Optical Media:
. Compmact Disk
. Audio and Data CD Comiparison
. CD-FOM
. CD-F
. CD-EW
. DVD
. HDIVD
*  BluPay

3. Hard DiskDrives:
. AT Attaclonent Interface
. Serial ATA Interface
. SCE] Interface
. Serial Attached SC51 Interface
. External Haxd Digk Ditves

4. lomega Zip Drive

5. Flash Media:
»  USBflsh drive
+  FireWie flashdrive

Blog and document

T the type of media, its conterd and the platfonn requmed. Whilst each file systamn
has different abilities and restrictions some systems hawve extensions which expand
their capabilities I specific ways.

1. Meadia Fypes

Hard Divres

Hard driwes require 4 file fonmat fhat can agport the constat rewriting ad wpdating
of files ot moemertal tmes. The File Allocation Table (FAT) was originally the
primary file system for several operating systems Dwhiding BIS-DOS and Mioosaft
Wndoves. Moreower, FAT is compatible with witually all opersting systems,
allowwing data to be e asiby tansferred between plafonns. However, FA T las to some
exterit been auperseded by the Hewr Tedmology File Systemn (HMTFS), particalarly on
later Wndowrs platformes froom Windewrs 2000 crowards. This is pronarily due to the
FAT file siz linit of 4GB and M TG greater relishility. Howewer, HTFS is not as
miwversal and wiile compatible with a moober of opersting systems, this does not
mchide Wlac O3,

ic 4 Media
The diffevent types of optical media canbe separsted Ito bero categories: widte-once
and 18 writeshle media. Fe-writeable optical media is capable of be g support ed by
FATs and MTFSes, nat wmdike files o hard drdwes, optical media files are 1ead- ondy,
Bleo, there are altemative file systeans specifically designed for optical media)
therefors FAT: ol MTFZes are not the standard file systemns,

The standard system for DVDs is Undversal Disk Fonnat (UDF) This system
apports Te-writesble media, therefore can also be used for CD-EW. Some file
systems havre size restrictions bt UTDF can suppoert files larger than 4GB | therefore is
suited to D VD me dia, which tends to cotain lage files. However  write-once DWVDs
vrith smaller files s write IS 09680 along with UDF.

The CD-ROM standard is omrerdly I5 09660, although this is fdended to clunge to
the latest IS0 wersion, IS013400.

It is omby optical media cordaming data files that has file sysdemns; audio disks do ot
they hawre acks and tack dats mstead. Originally the tedmology of the tine was
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Appraisal with FTK

Preview, label, bookmark, id files v sware, dups




File Edit Wiew Evidence Filter Tools Help
: w  Filter: ]-unFiItered- j Define. .. i V\f g b @

.~ Explore | Overvisw | Emal | Graphics | Bakmarks | Live Search | Tndex Search | 9
Evidence Items File: Conkent

|] Evidence A | Hex | Text | Filkered | Natural

% ) bennettoriginals

A O
7) alanbennettfloppydisk-1 EATURIMY 3 JUNE 1972 i 2"
= fi C
B ) unallocated space g
#- B D) alanbennettfioppydisk-2 | Ag | seareh for paper to make notes | keep eoming acress lists of actors, odd names jotted down en pestcards, o’
&,j alanbennettfloppydisk-3

[+ - 1% ) alanbennettfloppydisk-4 novavinnbn of nbbavando ba anlinon bha nlne schish slanad Tnob @abaoednos ¥

e ——— — -
S | > File Content_I Properties | Hex Interpreter

File: List

F05 Z8AE

| Marne | tem# | Extersion [ = Path Category |Lsize [ mps | Madified SHe A
BEMMETT, 726 5300 7Zh bennettoriginals alanbennet tFloppydisk-bennettbluefiles [rootJBENNETT. 726 ‘WordPerfect 6.0 33.02KE CAEZ... 10/05(1995 03:59:34 .., ABE
BEMMETT, 72C 5302 7ic benﬁettorigiﬁals,l’alanbeﬁnettFIoppydisk—hennetthue,ffiles,l’[root],l’BENNETT.?ZC WordPerfect 6.0 30.87KE  ODES... 10/05/1995 09:45:46 ,,, 9B6
BEMMETT. 72D 5304 7zd bennettoriginals/ alanbennsttFloppydisk-bennettblueffiles[rook/BENNETT. 720 WaordPerfect 6.0 38.27KB  5867.. O1/04/199512:16:40... 082

BEMMETT.72E 5306 ) bennettoriginals! alanbennettfloppydisk-bennettbluefiles [root JEBENMETT 72E ‘WordPerfect 6.0 21,91 KB  &4E

A7z

METT ! =nnet i) T i 2l aF
BEMMETT. 720G 5310 TZg bennettoriginals alanbennettfloppydisk-bennettbluefiles [rook ]JBENNETT. 72 WordPerfect 6.0 21,21 KE  BO73... 04/09/1996 0075 S
BEMMETT.72H 5312 7zh bennettoriginals) alanbennettfloppydisk-bennettblue files[rootJBENNETT. 72H WordPerfect 6.0 34.17KE SABLl... 16/04/1995 03:26:30 ... 847
BEMMETT1 5314 <missing?>  bennettoriginals! slanbennettfloppydisk-bennettblueffiles [root]/BENNETT1 WardStar 5.0 31.00KE CIFZ.., O1/01/198003:47:52 .., 8CF
BEMMETTZ 5316 <missing#>  bennettoriginals) slanbennettfloppydisk-bennettbluefiles frootJBENNETTZ ‘\WardStar 5.0 30,50KE  1602,., 010171980 04:40:24 .., 141
BEMMETTS 5318 <missing?>  bennettoriginals) alanbennettfloppydisk-bennettblue filesiroot JBENNETTS ‘Wordstar 5.0 19.865KEB E64A.., 01/01/198002;15:30 ... D42
BEMMETT4 5320 <missing?>  bennettoriginals) alanbennettfloppydisk-bennettblue filesfrootJBENNETT4 Wordstar 5.0 32.00KE 493C... O1/01/198001:39:36 ... 766
BEMMETTS 5322 <missing?>  bennettoriginals) alanbennettfloppydisk-bennettbluefiles frootJBENNETTS ‘Wordstar 5.0 23.38KE  3102... 0O1/01f198001:33:52 ... 0CE
BEMMETTE 5323 <missing?>  bennettoriginals{ alanbennettfloppydisk-bennettblueffiles [root/BENNETTE ‘WordStar 5.0 26063 KE  E989... -01/01/198001:36:54 ... 85F
BEMMETT? 5324 <missing?>  bennettoriginals! alanbennettfloppydisk-bennettblue/files [rootJBENNETT? \WordStar 5.0 21.63KE  ALC7...  O1/01/198006;54:56 .., 9D
BEMMETTS 5326 <missing?>  bennettoriginals) alanbennettfloppydisk-bennettblugifilesiroot[JEBENNETTS Wordstar 5.0 15,63 KB 7140... 01/01/1980 06:55:56 ... B25
DAy ouT 5327 <missing?>  bennettoriginals) alanbennettfloppydisk-bennettblue files froot /DAy oUT WordPerfect 6.0 Z079KE  CC24...  30/04/1995 08:06:22 .., 885
unallocated space 5121 bennettoriginals) alanbennet tFloppydisk-bennettbluesfiles funallocated space Folder 08 Z8/08/2009 15:48:20:,,,

116 5227 <missing? = benﬁettorigiﬁals,l'alanbeﬁnettFIoppydisk—hennettbIueIFilesIuﬁallocated spacefl1e INSO Unknownty,.. 14,00KE  C&96... 16/03/2009 15:59:19 ... 158

219 5229 <missing?=  bennettorigingls/ slanbennsttfloppydisk-bennettblus flesfunalocated spacef219  WordPerfect 6.0 13.00KE  7618.. Ll6/03/200915:59:19... 488

312 5231 <missing?>  bennettoriginals/ alanbennettfloppydisk-bennettbluesfilesfunallocated spacef312 - INSO Unknown tv,.. 6144 E OCEA.., 16/03(2009 15:59:19.,,, EBC .

374 5233 <missing?>  bennettoriginals! alanbennettfloppydisk-bennettblueffilesfunallocated spacef374 WordPerfect 6.0 33.00KE &764... 16/03(200915:59:19 ... 555

469 5235 <missind?>  bennettoriainals! slanbennettfloooyvdisk-bennettbluesfilesiunallocated spacefded  INSO Unknou}ln kv, 2048EB D777, 16032009 15:59:19 ., A;E g
| Filtered: 381 | Total: 381 | Highlighted: 1 | Checked: 323

| Explaore Tab Filter: [Mone]
bennettoriginals)alanbennettFloppydisk-bennettbluefiles Troot TBENNETT. 72F

Several legacy WP Tormals in use




Appraisal — Barbara Castle

3. AccessData Forensic Toolkit Version: 2.2.1.646 Database: localhost Case: Castle

File Edit ‘iew Evidence Filker Tools Help

(@] = Fiter: [~ unfilcered - | _oefre. |1 ¥ owde v [

".Explur; [ cwerview | Emal Graphics | Bonkmarks | Live Search | Indes: Search
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[(ICarved [121339]. [(JCarved [121486]. [(JCarved [12164 ]| Carved [121651 2 || Carved [12165127|(JCarved [121772].

s
H E Switehiaand

[1Zarved [121802]. |(JCarved [1220608 |1 Carved [1220603]

==
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v
|Lnaded: 8,357 JFiltered: 8,357 Tokal: 50,850 Highlighted: 1 Checked: 0 I Shiows Taaltip
184 5@ [ Normal =
I *  Mame | Label Ttem # | Extension 1 Path | Categar I P-Size | L-Size MDS
a a Carved [1220608].emf 57za9 emf Cuankurm C¥ nonprop.0... Windo... nfa 13.80KE 7AF?
O H Carved [1220608].gif SaE05 aif Quantun C¥ nonprop.0...  GIF nla 292986 186 —
O u Carved [1224402].png [ png Quantum C¥ nonprop.0..,  PNG nfa 338 DDl
O ﬂ Carved [1224704]. emf 57174 emf Quantum C¥ nonprop.0..,  Windo.., nfa 943 B SECF
M raewed 11775680 mnn A7197 ) uankor C% nennean 1 P ria 45 R AR i

Ready | Graphics Tab Filker: Graphic Files
Cuanturm C¥ nonprop. 001 /Partition 1A NS 95 [FAT32)Tunallocated space 000003103747/ Carved [12206081. emf




Digital object metadata




Growth of born—digital

O 1 % Zip disk: 3 % 3.5" floppy disks

O Paradigm project begins
O 3" floppies, 3.58" floppies and complters
O 3.5" floppies & optical media
O 3.5" flappies
() Email archive
O futureirch project begins

O 3.8" floppies, optical media &
file transfer

(') optical media
c. 150 3.5" floppies, 8 5.25" floppies & computer O

() 3.5" floppy disks and
optical media

O Ciptical media
Collections Management Database in use O
() File transfer
Optical and flash media O

File
“transfer

Optical media & files transferred from cormputer O

3 hard disks O

A T T T A 7 AT VT T 1 T OV U A e 1 o

2001

2002

2003

2004

2005 2008 2007 2008 2009 2010 2011



Many b—d colls in process

 Various phases:

* Separation

* Capture

* Appraisal

e Cataloguing

* Preparation for publishing

* Supporting a number of project
cataloguers/curatorial reviewers

* Scalability issues with current set-up & %m
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QuesTions’

Email me:
susan.thomas@bodley.ox.ac.uk

More online...

Bodleian Electronic Archives & Manuscripts
http://www.ouls.ox.ac.uk/beam
futureArch project blog
http://futurearchives.blogspot.com/


mailto:susan.thomas@bodley.ox.ac.uk
http://www.ouls.ox.ac.uk/beam
http://futurearchives.blogspot.com/
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